\_—"

. JamesE. Gr;cn . ' _ '. : ' . | | veriz‘gng

Sr. Staff Consuitant - chulamry

Mail Code ORO30156

20575 NW Von Neumann Drive,
. . Suite 150 .
' Co : Hillsbora, OR $7006 e
December 21, 2007 . ' - _ )
Phone 503-629.2338
Fax 503-629-0592

VIA ELECTRONIC FILING AND HAND DELIVERY sl address:
_ . James.c. green@@verizon.com

- Public Utility Commission of Oregon
Attention: Filing Center

550 Capitol Street NE, #215

Portland, OR 97308-2148 :

Re: UM 1265~ Verzzon Northwest Inc.’s Response to Complamanm Motmn to Lgﬁ
Abeyance Order; and Notice af Appearance

Dear Filing Center:

Enclosed are Venzon Northwest Inc $ Response to ComplaJ.nan‘cs Motlon to Lift Abeyance :
Order and a Notice of Appearance in Docket No. UM 1265 _ .

If you have any questions, please give n_;e acall.

Sincerely,

'Jameé E. Green

JEG:pl



CERTIFICATE OF SERVICE

I hereby certify that I served a copy of Verizon Northwest Inc.’s Response and Notice of
Appearance in Docket UM 1265, by US Mail and electronic mail, to the parties on the

" attached service list. _ :

Dated this£|$ day of lz Zm)b& , 2007

Patti Lane




UM 1265 Service List

Andrea Meyer
Legislative Director/Counsel

~ American Civil Liberties Foundation of

- Oregon: .

P.O. Box 40585
Portland, OR 97240
amever(@aclu-or.org

Keith S. Dubanevich

~ Attorney

Garvey Schubert Barer

121 SW Morrison St 11" FL
‘Portland, OR 97204-3141

" kdubanevich@gsblaw.com

Jason Eisdorfer

_Legal Counsel
Citizens’ Utility Board of Ore gon
610 SW Broadway Suite 308
Portland, OR 97205
jason(@oregoncub.org

Alex M. Duarte
Corporate Counsel

- Qwest Corporation

421 SW Oak St Ste 810
Portland, OR 97204
alex.duartef@gwest.com

OPUC Dockets
Citizens’ Utility Board of Oregon
610 SW Broadway Suite 308

" Portland, OR 97205

dockets(@oregoncub.org




BEFORE THE PUBLIC UTILITY COMMISSION

OF OREGON
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)

- Defendars.

VERIZON NORTHVVEST INC.'S RESPONSE

Verizon Northwest Inc. (“Verizon™) hereby opposes the motion filed by the American

Civil Liberties Union (“ACLU™) 1o lift the Commission’s order dated December 11, 2006

‘ holding_ﬂn’s procee_ding in abeyance. Contrary to the ACLU’S claims, no ﬁew developmeﬁts or
disclosures warrant rewsxtmg the Commission’s decision to await further gu:tdance before ”
deciding whether to prooeed The federal courts have not yet resolved the fundamental questions
at igsue here, including the applicability of the state secrets privilege. As a result, Verizo_n |
remains in exacﬂy thc.same position as it was when thé Comﬁaissi‘on made its initial decision:

‘unable s—imultanéouﬁly to comply with deﬁlands from a state official to.provide infofmatiori |
conccrmng its alleged coopera‘uon with fcderal mtelhgence activities and the command of the

' federal government that any such chsclosu:e would violate federal law. Accordmg]y, thc '

Commission should continue to hold this matter in abeyance pending additional guidance from

the federal courts,
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The ACL_U cites three supposedly new disclosures or developments that it asserts warrant
re-visiting the Comumission’s decisibn to hold this matter in .abeyanqe. - Yet none of the three
occurrences to which the ACLU pomts offers a.nj: basis for reconsideration.

1. Contrary to the ACLU’s claim (at 2-3), the Director of National Intelligence
(“DNI”) did not “confirm thc substance” of the alleganons in this proceedmg in his August 22
2007 interview with the EZ Paso T imes. The plam‘affs suing the telephone companies in federal
court for allegedly cooperatmg with secret countcr-tcrronsm survelllance actmtxes by the NSA
have made two basic types of allegations: (1) that telephone companies provided the NSA W1th
access 10 the contents of telephone calls, and (2) that thﬂ companies prcvxdcd the NSA with
access to tclcphone ca.ll records. The federal govemment acknowledged the existence of what 1t
calls the ‘-‘Ten_'onst Survmllance Program,” which apparently involves mterceptmn of the
contents of “one-end foréign éommtmications involving a member or 'égent ofal Qaeda or an
affiliated .tenorist orga:ﬁzation * before the Comxm'ssion’s December 11 order. Resp. of the U.S.
to Pls.” Supp Req for Judicial Notice at 2 (MDL No. 06- 1791 Dkt. # 365) (attached as Exhibit
. The DNI s August 22 mterwew only rejterated that acknowledgement. “At most, the DNI
stated that u:mamcd private companies had ass1sted with the Terrorist Surve;llance Program (i.e.,
the interception of one-end foreign mmmunications. involving a member or agent of al Qaeda or
an affiliated terrorist -6rganization) and ‘#ve_re being sued.” Id, at 2.

But the gévernmel_ﬁ *has never‘conﬁrmed or denied the existence of‘ a telephone records
program.” Id at3 (emphaéis addeci) As the.federal government has cxplained- the Very genc'ral '
statements made by the DNI in the EI Paso Times “do not conﬂnn Plamuﬁ's allegations of a
telephone records program . . . nor do they confirm that Verizon or MCI ass:sted with such

alleged activities.” Id at I. “[Tlhe DNI’s statement was explicitly limited to the TSP™; he did
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“not address “the allegcd collec'aon of non-content mfonnaﬂon concermng telcphone call
records ” Id. at 3. As the government recently made clear it “has never conﬁrmed or denied the
existence of a telephone records program.” Id Thus, the DNI’S interview adds 0O DeEw
| mfonn_anon upon which the Commission shoul_d reconsider its December 11 order as the
interview reitérate& only the existence of .thc TSP, which was known well Eefofe issnance of the
order. | | | |
2. ’fo the extent that the ACLU suggests that ﬂ}e federal district court overseeing the

multidistrict litigation against Verizon_énd other caiﬁcré Ihas determined that state public util_ity_ '
commission (“PUC”) mvestigaﬁans may proceed (at 3-4); that too is incorrect. In the Iulf,r 24,
2007 Order cited by the ACLU the courf concluded that it ha& jurisdiction dvcr the éases o
-broucht by the United States seeking m enjoin PUCs ﬁom proceedmg with 1nvest1gat10ns of
alleged cooperauon with the NSA that the United States had valid causes of actmn, that
abstention was not warranied, and that the cases were ripe. See Inre Nat’l Se'c Agency
3 Telecomm. Records I,mg 2007 WL 2127345, at *4—“8 On the merits, the court rcjacted the~
contermons of the United States that the state defcndants were disabled from pursuing their
mvesugatmns under the doctnne of mtergovennnental immunity and by the Consutution $ grant
. of authonty to regulate foreign affairs to the federal government. See id at *8-*9, ¥15-*17,

 Of critical unportance-here, however, the court deferred consideration of whether the
state investigationé could proceed in light -o_f the govemﬁcnt’s assertibn of the state-secrets
~ privilege. The court obsefw_:d that “[tJhe Director of the NSA . . . has- concluded thaf permitting
the iﬁvéstigaﬁ ons to pmceed v«-muld interfere @iﬁthe national sccuxity 'o;wratioﬁs of tﬁe
government.” Id at *18. The court further indicated that inview of its “analysis in Hepting v.

AT&T Corp, 439 F. Supp 2d 974 (N.D. Cal. 2006), the court notes—-and the state officials
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ackhowledge—?that some of the information seught in these ihvestigaﬁens may implicate the
state secrets privilege.” 2007 WL 2127345, at ¥ 18. Aceorc_iingly,. the court decided to defer
resolution of the issue pending a decision defining the scope of the state-sectets privile_ge from
the court of appeals in a related case:

With further guidance from the Nmth Cucmt the court will be able

to decide whether and to what extent the state investigations may

' proceed ‘Accordingly, the court declines to rule on the state

secrets igsue pending the Ninth Circuit’s decision in Heprmg V.

AT&T Corp.
Id |

- The court’s tempefary deferral of a decision.on' the applieation of the stete-secrets |
pnv11ege to the state investigations also foreclosed deﬁmuve resolution of the govemment s
conflict preemp‘aon argumem that the state investigations would reqmre d1sclosures in violation.
of various federal statutes, The court did not dispute, for example, that section six of the
National Security Agency Act and 50 U.S.C. § 403-1(i)(1) would prohibit the disclosures sought
rin the state invesﬁgetions. Rather, the court eencluded that the govemenent’s 'abili'ty to .“'asserf |
. the state secrets pnwlege precluded the court from presenﬂy finding a eonﬂzct between the
federal statutes and the state orders. See 2007 WL 2127345, at* 12-%13. The court sumlarly
_ concluded that even if 18 U.S.C. § 798 and the executive orders cited by the government were
implicated by the state mveSUga‘uons, there was no present conflict because “the eforemenn oned

| statutory pnvxleges—~not to mention the etate secrets pnvﬂege—-ﬁmush the government with
- more than enough protection,” 2007 WL 2127345, at * 14. Indeed, the court made clear that -
“[s]hould it occur that information sought by the states implicates the aforementioned executive '

orders but falls outside the state secrets privilege, the court will entértain a renewed motion from

the government based on conflict preemption.” Jd: at * 15. Thus, the federal court overseeing
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the multidistrict -Iitigation has not yet determined whether éta.tc’ 'commission. investigations may -
proceed in the face of federal law, | |

| 3. The ACLU a]so cites {at 4)a léttcf from Verizbn to members of the U.S. ﬁouse of
Representatives dated October 12, 2007 (“October 12 Ietter”) as coustlmtlng a new dlsclosure
But the contents of the October 12 letter are fu]ly consistent with Venzon s posmons in this
proceeding and prowde no basis for reactivating this matter before the federal courts have
determined whether the state-secrets pnv:lcga (or other federal law) forecloses this proccedmg in its
enmety Indeed, nothing in the October 12 letter is even relevant to this proccedmg As noted
above, the complamt in thls case was based solely on press reports about Venzon 5 alleged
disclosure of information to the NSA in cormect:on with classified mtclhgence activities, Thc
October 12 lctter could not be more clear in statmg that it does not address any such a]legations
because the United States has indicated that federal la‘w bars carriers from domg go. In partlcular, the'
letter states that Verlzon $ Tesponse does not include “any information, dlscussmn reference to or
representauons concerning its cooperation, 1f any, wuh classified mteﬂxgence gathering activities'”
October 12 lctter at 2. Slmﬂarly, in this case, Venzon has consmtenﬂy cxplamed that federal law
prevents it from addressmg the allegatmns of the complamt here.

In any event, the ACLU’S characierizations of Verizon’s chober 12 letter do not

) withstand écmﬁny. The ACLU staies (at 4) that the October 12 letter “admits” that Verizon has
released customer information to govemmental authonnes ‘pnor to rccemng a court order.”
- The ACL-U faﬂs to mention, however, that Verizon acts in this regard pursuant to federal statutes
that expressly awthorize disclosure of customer information in emergency sitations absent a

court order, For example, as Verizon explained in its October 12 letter, 18 U.S.C. §§ 2702(b)_(8)
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and (c)(4) authorize Venzon to prov1de the content of stored communications and business
records relating to customers to govemment entities in emergencies, absent a court order (or a
subpocna, warrant or NSL). See Qctober 12 Letter at 3; id. at 4 (examples o_f instanc_cs in which
Verizon discloécd cus_ﬁonier information m re'sponse 1o emergency law enforcement requests).
Thus, .t_he fact that Verizon la\)vﬁllly has disc‘los_ed, customer information in emergency cases
without a court order is hardly a ﬁew é‘disc]osﬁrg,” let alone one thai warrants reopening this-

proceeding.

~ Ultimately, eve-mr the ACLU appears to concede (at 5-7) that the Commission shouid not .
proceed w_lt.h.its invcsﬁgatioﬁ 10 the extent doing s0 would intrude on the state secrets pr'ivilege;
includiﬁg_ any inqﬁiry into “Verizon's [alleged] coope;afion with thc NSA.” Nevertheless, it
suggésts that the Commi'ssion should alldw limited di'scovery into ce.rtain' undeﬁned areas that .do

not intrude on that privilege. But the Commxssxon should re_]ect this suggestion for at least two

reasons. First, the allegatlons in the compiamt in this proceeding concem only Verizon s alleged '_ '

'dxsclosure of information to the NSA in connecnon w1th intelli gence activities. Thc Commxssmn _
- cammot and shot;ld not transform this complaint proceeding into a free-floating fishing expedmon
coneerning Verizon’s disclosure of infprmatioﬁ to government officials generally in the absence
-of &ny allegations that any such disclosures outside the intelligence context have violated state; or
federal law. |
Second, it is not for the Commissién«—-—in the ﬁr:% instance and without guidance from the
- federal courts—to make tﬁe difficult de_terminétioﬁs regarding what infonn:;iﬁpn_, at the margins,

is and is not covered by the privilege. As the district court explained in enjoining the Maine state
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commission from proceeding with its investigation based on a complaint similar to the one
brought here, state public utility commissions lack the requisite information and expertise to
make judgments concerning whether certain disclosures would or would not karm national

- secwrity, See United States v. Adams, 473 F. Supp. 2d 108, 121 (D. Me. 2007y (“When
éonfronted with a divergence of opinion as 10 the national security ir’npiicaﬁons of the PUC
Ordcr as between the NSA, which is charged with ensurmg pational security, and the PUC,
Wthh is charged with state ut1hty regulation, the Court would be hard-pressed to rcly on the
assurances of the PUC over the wammgs of the NSA.”).

The need for caution is esPeclally great in light of the “grave” danger that movmg
forward with thcsc proceedmgs could cause “m'eparable harm” to national sccunty See id.
“The dual interests of safeguardmg potenually desu'ucuve information and of maintaining the
status quo to allow a federal court to _prdj:erly assess all relevant information on the merits weigh
heavily in favor of the United States.” Jd. The court in .Adams explained:

The Court finds that the potennal risk to secunty interests is
significant. But, perhaps equally significant, is the potential
inability of the United States to obtain an appropriate remedy once
the information is disclosed. Not only is the damage done, as it

. relates to national security interests, but the United States will have
‘been wholly deprived of its day in court on this federal dispute. In
short, the state administrative pmceedmés could eviscerate the
merits of this pending federal maiter in one f2l} SWOOP.

Id

Inthese circumstances, fhe Commission should not reconsider its decision to hold this

proceeding in abeyance pendiilg further guidance .ﬁ-om the federal courts. The ACLU cites no

change in circumstance that even remotely warrants revisiting this decision. Accordingly, its

motion to lift the abeyance order should be denied.
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Respectfully submitted,

VERIZON NORTHWEST INC.

ot

~Green, Bar #91291
enior Staff Consultant - Regulatory
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RESPONSE OF THE UNITED STATES TO
PLAI\ITIFFS’ SUPPLEMENTAL REQUESTS FOR JUDICIAL NOTICE

‘The United States hereby respectfully responds to Plaintiffs’ first and second
supplemental requests for judicial notice concerning an interview given by the Director of
National Intelligence (“DNTI”), congressional testimony of the Attorney General and FBI

Director, letters from the Attorney General and DNI to Members of Congress, and an interview

: gwen by a Member of Congress

THE STATEMENTS CITED BY PLAINTIFFS DO NOT CONFIRM ANY OF THE
ALLEGATIONS AT ISSUE IN THIS CASE

The United States has no objection to judicial notice of the fact that the statements in the

letters and testimony elted by Plaintiffs were made, or that the statements in the two news artleles

I were reported We do, however disagree with Plaintiffs’ characterization of those staternents

_and their impact on th1s case. As explained below, the statements in question do not detract from

the Government’s arguments that this action cannot be litigated without disclosing state secrets.

In particular, the statements do not confirm Plaintiffs’ allegations of a telephone records program

or a content surveillance dragnet, nor do they confirm that Verizon or MCI assisted with such
allege& activities. -The statements also provide no basis to publicly adjudicate Plaintiffs’ standing
of the merits of their claims. 7

A. Statements by the Attofney General and Director of National Intemgeﬁce

First, Plaintiffs contend that, in a passing reference by the Attorney General in lengthy

testimony before the Senate Judiciary Committee, as well as an interview with the DNI published

in the El Paso T imes on August 22,2007, the Government has admitted that “the defendant

telecommunications compames in this MDL proceedmg assisted “in the Government’s

I warrantless survelllance and 1ntercept1on activities.” Plamtlffs Second Supplemental Request

for Judicial Notice at 2. Even more specifically, Plaintiffs claim that the Government has
confirmed that the assistance was provided in “the progrems at issue™ in this litigation.
Plaintiffs” Supplemental Request for Judicial Notice (“Pl. Supp. Req.”) at 3.

The statements cited by Plaintiffs, however, are far too general to have the impact on

these cases that Plaintiffs suggeét The Attorney General, for example, simply stated that

No, M:06-¢cv-01791-VRW—RESPONSE OF THE UNITED STATES TC PLAINTIFFS’ SUPPLEMENTAL
REQUESTS FOR JUDICIAL NOTICE [Dkis. 356 & 363] 1
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unspecified “coﬁlpanies” have “provided help in trying to protect this country.” PL Supp. Req,,

Exhibit A, at 50.! As even Plaintiffs concede, the Attorney General did not ide_ntify any company

by name, much less state that one of the unidentified “companies” was Verizon or MCL. See P1.

Supp. Req. at 3 (asserting that the statement “strongly sﬁggesred’ * that the “companies” include

Verizon and MCT) (emphasis added).” Nor did the Attorney General state what type of help such

-- companies may have provided, much less indicate that any company assisted the Government

with the specific alleged intelligence activities at issue in these cases or confirm the existence of
such alleged activities—i.e., (1) an alléged content surveillance dragnet involving the

interception of “all or a substantial number of the communications transmitted through

[Verizon/MCI’s] key domestic telecommunications facilities,” Master Verizon CorhpL 7168,

and (2) an alleged télephone records pro gfam pursuant to which Verizon and MCI provided the

" NSA with call records “of all or_substaﬁtially all of {its] customers™ since October 2001, id.

1169
The DNT’s statement quoted by Plaintiffs also does not reveal any information that is

relevant to Plaintiffs’ claims in these cases. At most, the DNI stated that unnamed private

-companies had assisted with the Terrorist Surveillance Program (i.e., the interception of one-end

foreign communications involving a member or agent of al Qaeda or an affiliated terrorist

‘organization) and “were bieing sued.” But like the Attorney General, the DNI did not confirm

any specific intelligence-gathering relationship between the Government and any Speciﬁc

! The statement was made in response to an objection by Senator Feingold that the
Government has “refuse/d]” to publicly disclose who “cooperate[d] with the government” in

“unidentified intelligence activities” in seeking enactment of an “immunity” provision for

intelligence activities. P1. Supp. Req., Exhibit A, at 50 (emphasis added).

* The general nature of the reference to “companies” is underscored by the immunity
provision in the draft bill that prompted the exchange. The draft provision would grant immunity -
to “any person for the alleged provision to an element of the intelligence community of any
information (including records or other information pertaining to a customer), facilities, or any
other form of assistance, during the period of time beginning on September 11, 2001, and ending
on the date that is the effective date of this Act, in connection with any alleged classified

communications intelligence activity.” § 408, Proposed 2008 Intelligence Reauthorization.
No.M:06-cv-01791-VRW—RESPONSE OF THE UNITED STATES TO PLAINTIFFS’ SUPPLEMENTAL
REQUESTS FOR JUDICIAL NOTICE [Dkts. 356 & 363] 2
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compény, and he did not state that all companies “being sued” had assisted the Government as to

the TSP. Whether or to what extent any particular company (including Verizon or MCI) entered

into an intelligence gathering relationship with the Government therefore remains a state secret.
In any event, because the DNI’S statement was explicitly limited to the TSP, itis of no

ass1stance to Plaintiffs. Plaintiffs concede that they do not challenge that limited foreign

intelligence activity. Instead, Plainfiffs challenge an alleged content surveillance dragnet “far

broader” than the TSP, as well as the alleged collection of non-content information concerning

telephone call records. Pl Opp. at 3. The cited DNI statement does not address in any way those

types of allegations, let alone confirm that such activities existed or that they were conducted
with the assistance of Verizon or MCI. Indeed, the /Government has denied the existence of the .
content dragnet alleged by Plaintiffs and has never confirmed or denied the existence of a
telephone records prdgram. And even with respect to the TSP, as discussed, the DNI did not
confirm any intelligence gathering relaﬁdnship between the Government and any Spec_iﬁd :
comparny, and did.not point to any specific company among those that have been sued.

While some might speculate based on publicly available statements or media reports
(fnuch_ of which offer varying or inconsistent accounts of alleged activities) as to whether any

specific company assisted the Government with respect to a particular éllleged activity, that

‘would be just that—speculation. The Government has not confirmed or denied the existence of
‘any intelligehce gathering relationship with any specific cdmpany as to any particular intelligence

'activity. As explained throughout this case, disclosing such information could compromise the

sources and methods of the Government s intelligence gathermg efforts and aid foreign
adversaries 1 in avoiding detection.

While the alleged carrier relationship certainly presénté a significant threshold issde in
this litigation, there are many other reasons why Plaintiffs’ claims cannot be fully and fairly
adjudicated without state secrets. As we have eﬁplained, Wholly apart fmm the relationship
issue, privileged inforrhati_dn would be needed to adjudicate Plaintiffs’ standing and the merits of
their claims. Forexample, Plaintiffs” telephone call records claims could not be adjudicated

without information confirming or denying the existence of the alleged program. And even

No. M:06-cv-01791-VRW—RESPONSE OF THE UNITED STATES TO PLAINTIFFS’ SUPPLEMENTAL
REQUESTS FOR JUDICIAL NOTICE [Dkts. 356 & 363] 3
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assuming solely for the sake of argument that the existence of a call records program could be
established, more specific information would be needed for an actual adjudication of Plaintiffs’

claims, such as the scbpe of the alleged program; whether the named Plaintiffs” own records were |

disclo.se.d; the duration of the alleged program and whether it is currently in operation; the

purpose and opefation of the alleged program; the effectiveness of the alleged program in
detecting terrorist plots; the extent of any communications, if they exist, between the

Government and Verizon or MCI regarding the alleged program; whether the alleged program

~was authorized by court order, statute, or constitutional authority; and the factual circumstances -

that allowed the invocation of any stch authorities. See Reply Memorandum of the United States
:in Supﬁort of State Secrets Privilege and Motion to Dismiss or for Summary Judgment (“U.S.
Reply”), at 36-39. The Government’s denial of the content surveillance dragnet alleged by
Plajntiffé, moréover, could not be fully adjﬁdicated without esfablishin‘g the n'ature.and scope of
"_détual NSA operations. See id. at 36. All of these facts, however, are covered by the state secrets
ésse_rtion in this case, have not been disclosed, and are clearly outside the scope of the statements
that Plaintiffs cite. | |

B. Correspondence From DNI McConnell and Attorney General Gonzales

Congressional éoﬁespondence from the Attorney General and DNI cited by Plaintiffs also
does not detract from the Government’s argumenfs. that this case camnot be adjudicated Withouf '
state secrets. See PL. Supp. Req. at 3-4. Plaintiffs contend that these letters “negate the 7
Government’s argumént_that no surveillance beyond the TSP has been acknowledged,”” and thus
show that the very subject matter of this case is no longer a state secret. Id. at3. The subject
matter of this action, however, is not whether NSA engages in unspecified intelligence 'gathering.
‘activities oth_ér than the TSP. Rather, the very subject matter of this action is whether Verizon or
MCI partiéipated in the particular secret activities alleged in this case, i.e., the alleged content
surveillance “dragnet” and telephone records. program. |

Neither the Attorney General’s letter nor the DNI's letter confirms that those particular

alleged activities exist, much less discloses the details of any such activities that would be needed

to assess their legality. To the contrary, the DNI's letter emphasizes that only “[o]ne particular

No. M:06-cv-01791-VRW—RESPONSE OF THE UNITED STATES TO PLAINTIFFS’ SUPPLEMENTAL
REQUESTS FOR JUDICIAL NOTICE [Dkts. 356 & 363] 4
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aspect of [the NSA’s] activities, and nothing more, was publicly acknowledged by the President

and described in December 2005-, following an unauthorized disclosure,” i.e., the TSP. Pl Supp.

Req., Exhibit C,, at 1 (emphasis-added). The DNI further explained that the TSP is “the only

“aspect of the NSA activities that can be discussed publicly becanse it is the only aspect of those

various activities whose existence has been officially acknowledgéd.”. Id. (emphasis added).

-Similarly, the Attorey General’s letter merely states that the President authorized the NSA to
undertake “a number” of unspecified “highly classified intelligence activities,” and clarifies that
the Attorney General’s use of the term “Terrorist Surveillance Program” in his public testimony

referred only to the “one aspect of the NSA activities™ that the President publicly acknOWledged.

P1. Supp. Req., Exhibit C, at 1.

In short, neither letter detracts from the Government’s Sté'te secrets assertion. As the DN
'e)iplained, the President, after September 11, 2001, authorized the National Security Agency
(NSA) to undertake a number of différent intelligence activities, but only one aspect of those
activities, the TSP, has been publicly acknowledged. Significantly, Plaintiffs have disclaimed

any challenge to the TSP. In any event, as the DNI reiterated in his letter, “fi]t remains the case

‘_{hatrthe operational details even of the activity acknowledged and described by the President

‘have not been made public and cannot be disclosed without harming national security.” See Pl.

Supp. Req., Ex. D. .

C.  Director Mueller’s July 26, 2007 Testimony

Plaintiffs claim that FBI Dircetor Mueller somehow confirmed the existence, “at a
minimum, [of] the telephone records collection program alleged by Plaintiffs,” by testifying

before the House Judiciary Committee that he had a “brief di;cuésion” with former Attorney-

- General John Ashcroft in March 2004 about “an NSA program that has been much discussed.”

PL. Supp. Req. at4 & Exhibit F at 18. Plaintiffs’ characterization of Director Mueller’s
testimony is based on nothing but pure speculation. Director Mueller was asked about the TSP
itself, see id., and, in the very general passage cited, was careful not to confirm or deny any
specific intelligence activities other than what had been acknowledged by the President. Director

Mueller certainly did not confirm the existence of any telephone records or content dragnet

No6. M:06-cv-01791-VRW-—RESPONSE OF THE UNITED STATES TO PLAINTIFFS’ SUPPLEMENTAL
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programs, or whether Verijon or MCI assisted with any such actiffitiesu Indeed, where the
underlying matters atissue are highly classified, limited public references must necessarily be
Va.gue, and while Plaintiffs wouid like to infer that Director Mueller was referring to a telephone
records program, that type of guesswork cannot qualify as the type of disclosure that could
undercut a state secrets assertion. Plaintiffs’ conj écture concerning the implicit meaning of
Director Mueller’s testimony, therefore, has no bearing on privilége assertion in. this case.

D. Interview With_Represéntative Hoekstra

Just as they did in their initial opposition to our motion to dismiss or for summary
judgment, Plaintiffs cite_an interview with a Member of Congress_—here, Representative Pete
Hockstra—to claim that he “confirmed that telecommunications cafriers were the ‘companies’
that assisted in these s.urveillance activities.” PL. Supp. Req. at 2. As we have previously argued,
press reports of statements by individual Members of Congress cannot undercut a state secrets
assertion. See U.S. Reply at 17-19.

In any event, a close examination of that interviéw, and the portions that Plaintiffs omit,

shows that it has no effect on the state secrets assertion in this action. From beginning to end, it

is-clear that the objeét of the entire intervie_w is the TSP, which is not at issue in this case. SeePL
Supp. Req., Ex. B at 1 (introducing Congressman Hoekstra to discuss “President Bush’s‘terrorist
surveillance program™); id. at 3 (conéludihg the.interview by stating “[m]uéh more on the fuﬁlr_e
of the terrorist surveillance program when we come back”). Nowhere in the interview does
Representative Hoekstra discuss or reference allegations of a telephone records program or
content Surveillanc¢ drégﬁet. ‘Further, even when discussing the issue of teiecommunication'
‘company liability, he does so solely in reference to the TSP and without confirming or denying -

the participation of any particular carrier in the TSP. See id. at 2, 3. At most, Representative

' Hoekstra-suggests that somne unidentified companies assisted the NSA with a limited program not

at issue in this case. But like the other statements discussed above, that very general suggestion

by no means changes the fundamental conclusion that the particular claims at issue in this case

No. M:06-¢v-01751-VRW—RESPONSE OF THE UNITED STATES TO PLAINTIFFS’ SUPPLEMENTAL
REQUESTS FOR JUDICIAL NOTICE [Dkts. 356 & 363} 6
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cannot be adjudicated without state secrets?
& ook ok ok ok
Ultimately, in deciding whether the state secrets privilege has been properly asserted, the
Court, according the “utmost deference” to the government’s claim of privilege, must determine

whether there is a “reasonable danger™ that 1itig_ating the matter would divulge matters “which, in

‘the interest of national security, should not be divulged.” deza_, 133 F.3d at 1166.

,N'otwithstanding Plaintiffs’ efforts to piece together some public acknowledgment of some

activity, the following matters (at a minimum) remain privileged in this case: (1) whether or to

“what extent the alleged telephone records program exists; (2) whether or to what extent Verizon .

or MCI was mvolved in a telephone records program, if it exists or existéd; 3) whether or to
what extent Plaintiffs” own records or communications were disclosed or intercepted as part of a
foreigh intelligence gathering aétivity; (4) other details concerning an alleged telephone records

program, if it exists or existed, including its scope, 'operation, nature, purpose, duration,

'_effec_,tiv_en'ess, and legal basis; and (5) facts that would be needed to prove that the NSA does not

conduct the content surveillance dragnet that Plaintiffs allege. All of that information, as we

have explained at length, Woﬁ;ld be a necessary part of any full and fair adjudication of Plaintiffs’
claims, but is covered by the state secrets privilege, and it should be ap,parent. now that the need

to protect this information re_quireé dismissal.*

~* More generally, as we have discussed in our briefs, Plaintiffs’ repeated efforts to cobble
together information that they claim suggests that the alleged activities are public is out of step -
with existing precedent. In cases like Tenet v. Doe, 544 U.S. 1 (2005), and Kasza v. Browner,
133 F.3d 1159 (9th Cir. 1998), the Government generally acknowledged that an underlying:
activity existed (a CIA spy program in 7enet and an Air Force hazardous-waste facility in Kasza),
but the courts dismissed those cases because the information inherently needed to adjudicate the
claims was a state secret. Tenet, 544 U.S. at 4; Kasza, 133 F.3d at 1162-63, 1170. Here, where
the very existence of the alleged telephone call records program is a state secret, and the
Government has denied the alleged content surveillance dragnet, the case for dismissal is even
stronger than in Ternef or Kasza.

* Plaintiffs’ supplemental filing also addresses the recent decision in /n re Sealed Case,
No. 04-5313, 2007 WL 2067029 (D.C. Cir. July 20, 2007), and ACLU v. NS4, Nos. 06-2095,

06-2140, 2007 WL 1952370 (6th Cir. July 6, 2007). Because we have already addressed those

No. M:06-cv-01791-VRW-—RESPONSE OF THE UNITED STATES TO PLAINTIFFS’ SUPPLEMENTAL -
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CONCLUSION

For the foregoing reasons, the United States has no objection to Plaintiffs’ suppl.er'nental
requests for judicial notice, but does disagree with Plaintiffs’ characterization of the statements
and their ilﬁpact on this Htigatidn. None of the statements alters the fundamental conclusion that
tﬁis case cannot proceed without disclosing state secrets.

DATED: August 29, 2007 _ Respectfully Submitted,

PETER D. KEISLER
Assistant Attorney General, Civil Division

CARL J. NICHOLS 7
- Deputy Assistant Attorney General

DOUGLAS N. LETTER
Terrorism Litigation Counsel

JOSEPH H. HUNT
Director, Federal Programs Branch

ANTHONY J. COPPOLINO
Special Litigation Counsel

s/ Alexander K. Haas

ANDREW H. TANNENBAUM :
ALEXANDER K. HAAS (SBN 220932)

Trial Attorneys

US. Department of Justice

Civil Division, Federal Programs Branch

20 Massachusetts Avenue, NW -

Washington, D.C. 20001 ' '

Phone: (202) 514-4782—Fax: (202) 616- 8460

Email: tony.coppolino@usdoj.gov

cases in our reply brief, we do not address them further here. Of course, we will address any
questions that the Court has about those cases at oral argument.
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