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BEFORE THE PUBLIC SERVICE COMMISSION 

 OF THE STATE OF DELAWARE 
 
 
 
IN THE MATTER OF THE REQUEST OF TEN         ) 
CUSTOMERS TO INITIATE AN INVESTIGATION  ) 
INTO WHETHER VERIZON DELAWARE INC. AND  ) PSC DOCKET NO. 06-179 
AT&T COMMUNICATIONS OF DELAWARE, LLC,   ) 
HAVE IMPROPERLY SHARED TELEPHONE RECORDS )  
(FILED MAY 25, 2006)     ) 
 
 
 
  ORDER NO. 6965 
 

This 11th day of July, 2006, the Commission determines and Orders 

the following: 

1. Ten Delawareans, all customers of “Verizon,” have filed a 

complaint (see 26 Del. C. § 207) asking the Commission to exercise its 

discretion to open an investigation.  The inquiry would be to find out if 

“Verizon” or “AT&T” has been supplying federal intelligence agencies with 

information about who its customers are calling, either by providing 

customer call record data or by granting the federal agencies network 

access to such call data.  If it turns out that either carrier has been 

passing call information, complainants ask the Commission to then 

determine whether Verizon and AT&T have acted legally:  did they have a 

legal basis for providing, or allowing the mining of, such customer 

calling information?1  By a subsequent submission, 110 other residents 

endorse the call for a Commission investigation. 

                     
1As for the scope of the legality inquiry, complainants allege facts that 

may constitute violations of Delaware law governing: (1) deceptive trade 
practices; and (2) electronic surveillance, stored wire and electronic 
communications, and transactional record access. See 6 Del. C. §§ 2531-2536; 11 
Del. C. §§ 2401-2412, 2421-2427. In response, AT&T argues that federal law 
preempts this Commission from investigating the ACLU's allegations, noting that 
several federal statutes prohibit the disclosure of classified information, that 
the United States has invoked the Military States Secrets Privilege to ensure 
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 2. AT&T and Verizon (in the guise of Verizon Delaware Inc.) have 

each informally responded.  Both carriers assert that because the 

Director of National Intelligence and the Director of the National 

Security Agency have claimed that information regarding federal anti-

terrorism programs is classified, the carriers are barred from disclosing 

(or even discussing) what each has done (or not done), what data might 

(or might not) be flowing to the federal intelligence agencies, and what 

“legal” justifications support the carrier’s actions, or the government’s 

demands or requests.  As AT&T paints it, if the carriers cannot (because 

of federal statutes and Executive Orders) tell anything, then there is 

little to be gained by the Commission asking.  Any inquiries from this 

Commission would be met with silence from the carriers, given the 

criminal sanctions that attach under federal laws for disclosure of 

classified information.2

 3. Anyone that reads, or listens, to the news knows that the crux 

of the filed complaint is not a Delaware-only controversy.  Telephone 

subscribers in more than twenty other jurisdictions have filed complaints 

with their state utility commissions or Attorney Generals asking for 

investigations about what customer call data is flowing to federal 

intelligence agencies.  In addition, several class action lawsuits are 

pending throughout the country, challenging carriers’ alleged 

 
that there is no disclosure of the information at issue here, and that the United 
States sued state officials and carriers to prevent disclosure of this 
information through state subpoenas. 

 

2Chairman Martin of the Federal Communications Commission (“FCC”) has said 
that these invocations of national security secrecy – as they would displace any 
authority that the FCC normally would have to compel information from the 
carriers – preclude any FCC investigation whether carriers might be violating the 
provisions of 47 U.S.C. § 222 by providing customer proprietary network 
information to federal intelligence agencies. Letter of K. Martin, FCC Chair to 
Hon. E. Markey, Ranking Member (May 22, 2006). 
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participation in the transfer of customer calling information to the 

National Security Agency and other intelligence bodies.3  And in those 

cases, the federal government has invoked the powers assigned to it by 

the Constitution to conduct war and foreign relations as grounds to bar 

any inquiry into the carriers’ actions and the government’s surveillance 

methods.4  

 4. After hearing from the parties on June 20, 2006, the 

Commission believes that, in the present context, it is appropriate to 

suspend any further action in this matter for six months.  The complaint 

and the carriers’ responses pose questions of the highest magnitude.  The 

courts are better equipped, in both resources and expertise, to assay the 

competing claims of customers’ statutory rights of privacy and the needs 

of national security.  Within six months, rulings from the federal 

District Courts, if not Courts of Appeal (or even the Supreme Court), 

might give a better picture concerning whether the federal government’s 

concerns of national security justify an all-encompassing blanket of  

secrecy.  Once the courts have moved forward on that threshold question, 

the Commission can better discern whether there can exist room for any 

investigation by a state utility commission. 

 5. One additional caution.  The six-month suspension should not 

be read as a commitment by the Commission that it will undertake an 

                                                                  
   
3See, e.g., Hepting v. AT&T Corp., No. C-06-0672 VRW (N.D. Cal.). 
  

4In particular, the federal government is now seeking to enjoin subpoenas 
issued by the Attorney General of New Jersey that seek information about AT&T, 
Verizon, and other carriers disclosing calling information related to customers 
in that State. The federal government asserts that the federal war-making and 
foreign relations powers preempt any inquiry by a State officer seeking to 
enforce State law dictates. United States v. Zulima v. Farber, et al., Civ. 
Action No. 3:06 cv 02683-SRC-TJB (D. N.J.) (filed June 14, 2006). 
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investigation if the courts find some form of disclosure allowable.  The 

Commission is simply suspending any decision on whether to initiate an 

investigation until the threshold issues of whether information will or 

will not be available is sorted out in the judicial fora. 

 
 Now, therefore, IT IS ORDERED: 

 1. That proceedings in this matter, resulting from the petition 

or complaint filed by Helen K. Foss, Enno Krebbers, Phyllis Levitt, 

Lawrence Hamermesh, Marion Hamermesh, Judith Mellen, Joy Mulholland, 

Gilbert Sloan, Sonia Sloan, and Serena Williams on May 26, 2006, are 

hereby held in abeyance for a period of six months from the date of this 

Order.  After such time, the complainants can ask the Commission to 

revisit this matter to determine whether to initiate an investigation 

under 26 Del. C. § 207. 

2. That the Commission reserves the jurisdiction and authority to 

enter such further Orders in this matter as may be deemed necessary or 

proper. 

       BY ORDER OF THE COMMISSION: 
 
 
       /s/ Arnetta McRae    
       Chair 
 
 
       /s/ Joann T. Conaway     
       Commissioner 
 
 
       /s/ Jaymes B. Lester    

Commissioner 
 
 

PSC Docket No. 06-179, Order No. 6965 Cont’d. 
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/s/ Dallas Winslow      
Commissioner 
 
 
/s/ Jeffrey J. Clark    
Commissioner 

 
 
ATTEST: 
 
 
/s/ Karen J. Nickerson 
Secretary 
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    [Service Date September 27, 2006] 
 

BEFORE THE WASHINGTON STATE  
UTILITIES AND TRANSPORTATION COMMISSION 

 
 

In the Matter of:   
 
AMERICAN CIVIL LIBERTIES UNION 
OF WASHINGTON  
 
Petition for Investigation 
 
  
 
 
 

 
DOCKET NO.  UT-060856 

 
 ORDER 02 
 
 

ORDER OPENING AND 
DEFERRING INVESTIGATION 
PENDING RESOLUTION OF 
FEDERAL ISSUES; DIRECTING 
TELECOMMUNICATIONS 
COMPANIES TO PRESERVE 
RECORDS 
 

 
 

I. SUMMARY 
 
1 This docket involves a claim that telecommunications companies offering intrastate 

telecommunications services in this state have violated WAC 480-120-202, and/or other 
laws and other rules of the Washington Utilities and Transportation Commission 
(Commission), by unlawfully providing private customer calling information to the federal 
government.   

 
2 The Commission has received comments1 from several interested persons recommending 

various courses of action including: (1) open an informal investigation;2 (2) institute a 
formal complaint for violations of Commission laws and rules;3 or (3) await final resolution 
of federal issues identified in this docket, that are currently pending in the federal courts.4 

                                                 
1 We use the generic term “comments” to cite the written comments, though the comment documents often use 
different terms. 
2 E.g., Comments of ACLU (June 30, 2006) at 8; Comments of David E. Griffith (June 30, 2006) at 3; 
Comments of Senator Kohl-Welles (June 30, 2006); Comments of Representative Upthegrove (June 27, 2006). 
3 E.g., Comments of Stephen Gerritson and Michele Spencer (June 20, 2006) at 2; Comments of Laurie A. 
Baughman (June 30, 2006) at 5. 
4 E.g., Comments of Public Counsel (June 30, 2006) at 56-57.  This is consistent with the comments of AT&T 
and Verizon, which assert that the Commission can do nothing because federal law bars the companies from 
providing information to the Commission.  E.g., Comments of AT&T (May 26, 2006) at 10; Comments of 
Verizon (June 30, 2006) at 8-9.  If the federal courts rule to the contrary, the Commission would seem to be 
free to pursue violations.    
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3 For reasons explained below, we open an investigation but defer further action pending final 

resolution of the federal issues by the federal courts.  Meanwhile, all telecommunications 
companies offering intrastate wireline telecommunications services in this state are directed 
to preserve relevant records and we address the statute of limitations in order to preserve our 
jurisdiction. 
 

II. INTRODUCTION 
 

4 Like many state regulatory agencies and the Federal Communications Commission (FCC), 
the Commission has promulgated rules designed to protect the privacy of information 
regarding a customer’s telephone use.  Protected information includes the duration of the 
call, the person called, and type of call.  This information is commonly referred to as 
“Customer Proprietary Network Information,” or CPNI.5   
 

5 Specifically, the Commission has adopted WAC 480-120-202, which in turn adopts the 
privacy safeguards for CPNI adopted by the FCC in 47 C.F.R. §§ 64.2003 through 2009.6  In 
general, the effect of WAC 480-120-202 is to prevent telecommunications companies7 that 
provide intrastate wireline telecommunications services to Washington customers from 
providing CPNI to third parties, except with the customer’s consent or as otherwise 
permitted or required by law or rule.8  
 

6 The Commission opened this docket on May 25, 2006, upon receiving a request from the 
American Civil Liberties Union of Washington (ACLU).  The ACLU asked the Commission 
to investigate whether telecommunications companies violated Commission laws and rules 
by unlawfully releasing CPNI to the federal government.9   
 

                                                 
5 CPNI is defined as “(A) information that relates to the quantity, technical configuration, type, destination, 
location, amount of use of a telecommunications service subscribed to by any customer of a 
telecommunications carrier, and that is made available to the carrier by the customer solely by virtue of the 
carrier-customer relationship; and (B) information contained in the bills pertaining to telephone exchange 
service or telephone toll service received by a customer of a carrier.”  WAC 480-120-202, adopting by 
reference 47 C.F.R. § 64.2003, which adopts this definition of CPNI found in 47 U.S.C. § 222(h)(1). 
6 The Commission notes that the FCC has declined to investigate the same matters at issue in this docket.  See 
Comments of AT&T (June 30, 2006), Attachment G, Letter from FCC to Representative Markey (May 22, 
2006). 
7 In general, the Commission regulates companies offering intrastate telecommunications services:  i.e., 
telecommunications services between points in the state of Washington.  The Commission does not regulate 
companies that provide exclusively interstate telecommunications services, nor the interstate services of 
companies that also provide intrastate services in this state.   
8 See also 47 U.S.C. § 222(c)(1):  telecommunications companies may not divulge CPNI except “as required 
by law or with the approval of the customer.” 
9 ACLU request (May 23, 2006) at 4. 
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7 The ACLU bases its request on reports contained in national news publications stating that 
Verizon, AT&T, and perhaps other telecommunications companies, have released 
information to the federal National Security Agency (NSA), without lawful authority.  
Based on these press reports, the ACLU argues that the Commission should open an 
investigation into the activities of several telecommunications companies operating in 
Washington to determine whether any unlawfully released CPNI and if so, to pursue 
violations of Commission laws and rules.10 
 

III. PROCEDURE 
 

8 This matter first came before the Commission at its open meeting on July 12, 2006.  The 
Commission deferred action pending receipt of additional comments and information 
solicited by the Commission from interested persons.  At the Commission’s open meeting 
on August 30, 2006, the Commission acknowledged receipt of additional written comments, 
and oral comments were presented by ACLU, AT&T, Verizon and Public Counsel.  
Attorneys from the Utilities and Transportation Division of the Attorney General’s Office 
responded to specific questions from the commissioners.   
 

9 The Commission again decided to defer action, pending receipt of additional comments and 
information by September 6, 2006.  Written comments were filed by, among others, the 
Public Counsel Section of the Attorney General Office, AT&T, Verizon, and the 
Washington Independent Telephone Association (WITA).  
 

10 This matter came before the Commission at its September 27, 2006, open meeting for 
deliberation by the commissioners.  At that meeting the Commission made the decisions 
expressed in this order. 
 

IV. DISCUSSION 
 

11 The threshold legal issues here are matters of federal law and are pending before many 
commissions and in more than 30 court cases filed across the country.11   

 

                                                 
10 Id. at 1-4. 
11 E.g., Comments of AT&T (June 30, 2006) at 3.  The federal court system has responded to this large number 
of federal cases involving essentially the same issues.  On August 9, 2006, 16 cases from various federal 
district courts were consolidated with Hepting v. AT&T Corp., Case No. C 06-0672-VRW, which is currently 
pending before the District Court for the Northern District of California.  See MDL Docket No. 1791, In re 
National Security Agency Telecommunications Records Litigation, Transfer Order (August 9, 2006).  More 
cases may be consolidated. 
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A. Substantial federal legal issues currently pending in the courts need to be 
resolved  

 
12 A major issue presented is whether the “state secrets” privilege bars telecommunications 

companies from disclosing whether they have provided CPNI to the federal government.12  
AT&T and Verizon argue that they cannot divulge their relationship, if any, with the NSA 
without committing a felony.13  They also claim that telecommunications companies are 
required by statute to cooperate with the federal government in these matters, and are 
immune from lawsuits when they do so.14  Moreover, they contend the Commission is 
preempted by federal law from taking any action in this matter.15  These legal arguments are 
contested or questioned by other commenters.16  
 

13 Where these issues have been joined in other jurisdictions, a clear and consistent pattern has 
emerged:  When a case is presented before a court or a commission in which a 
telecommunications company is asked to state whether it provided CPNI to the NSA, the 
United States Department of Justice has filed a lawsuit in federal court to prevent the 
company from providing that information, and/or to prevent the state commission from 
obtaining that information.17 
 

14 Although most of the cases have arisen by means of customer complaint in federal court, 
recent events in the state of Missouri provide a typical example of how the federal 
government has acted to protect its interests when a state agency seeks to investigate such 
matters.   
 

15 In June 2006, two members of the Missouri Public Service Commission issued subpoenas to 
AT&T, asking for specific information about AT&T's involvement with the NSA telephone 
surveillance program.  AT&T declined to produce the records, and the two commissioners 

                                                 
12 E.g., Comments of AT&T (May 26, 2006) at 2-4, and the legal pleadings attached to those Comments 
(Attachments A, C, D and F); Comments of AT&T (June 30, 2006) at 1-4 and 9-10 and the legal pleading and 
correspondence attached to those Comments (Items A, B and C); Comments of Verizon (June 30, 2006) at 1 
and 3-5 and 7-8, and the pleading and correspondence attached to those Comments as Exhibits 1, 2, 3, 9 and 
10. 
13 Id. 
14 E.g., Comments of AT&T (May 26, 2006) at 5, citing 18 U.S.C. §§ 2511(1), 2511(3), 2520(d), 2702(b), (c) 
& (e), 2703, 2709, 3124(d) & (e); 50 U.S.C. § 1805(f) & (i), 1842(f), and 1843; Comments of AT&T (June 30, 
2006) at 3; Comments of AT&T (July 17, 2006) at 2-3; Comments of Verizon (July 17, 2006) at 4-5. 
15 E.g., Comments of Verizon (June 30, 2006) at 3-4, 6; Comments of Verizon (July 17, 2006) at 2-5; 
Comments of AT&T (June 30, 2006) at 4-9; Comments of AT&T (July 17, 2006) at 4-5. 
16 E.g., Comments of ACLU (June 30, 2006) at 2-5 and 7-8; Comments of Public Counsel (June 30, 2006) at 
54; Comments of David A. Griffith (June 30, 2006) at 1-2; Comments of Stephen Gerritson and Michele 
Spencer (June 20, 2006) at 2; Comments of Laurie A. Baughman (June 30, 2006) at 1-2 and 4. 
17 This pattern is also noted in the Comments of AT&T (August 25, 2006) at 2 and Comments of Verizon 
(August 29, 2006) at 2. 
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went to court to compel compliance with the subpoenas.  On July 25, 2006, the Department 
of Justice filed a lawsuit in federal district court in St. Louis to bar such disclosure.  That 
lawsuit is pending. 
 

16 Based on the comments filed by AT&T and Verizon in this docket, these companies will 
continue to assert, among other things, that federal law bars them from providing 
information surrounding any disclosure of CPNI to the federal government, even to state 
whether or not they provided CPNI to the federal government.18 
 

17 It is also clear that the federal legal issues presented in this docket are pending in the federal 
courts.  One such case is Hepting v. AT&T Corp., Case No. C 06-0672-VRW, which is 
being tried in the federal district court for the Northern District of California.  That court, 
like those in Washington state, is in the Ninth Circuit. 
 

18 Consequently, absent strong countervailing considerations directly impairing the public 
interest, it is not prudent for the Commission to try to resolve these issues now, because 
ultimately the federal courts will decide them.  If the Commission were to investigate or 
issue a complaint, there can be no reasonable doubt the Commission would be sued in 
federal court and enjoined from requiring the companies to supply information about 
whether they provided CPNI to the federal government until the underlying constitutional, 
national security, and related legal issues have been determined by the federal courts.   
 

19 Under these circumstances, we agree with Public Counsel that it makes more sense to await 
final resolution of these federal legal issues before taking action.19   
 

                                                 
18 See, e.g., Comments of AT&T (June 30, 2006) at 2 and 6; Comments of AT&T (July 17, 2006) at 2 and 6-7, 
and Exhibit A attached to those comments. 
19 E.g., Comments of Public Counsel (July 17, 2006) at 7-11.  This same conclusion has been reached by at 
least two other commissions, in the same or substantially similar circumstances:  the Colorado Public Utilities 
Commission and the Delaware Public Service Commission.   

The Colorado Commission stated that “the PUC will not conduct an investigation at this time, but will 
instead await a definitive ruling from the federal courts regarding a state public utility commission’s authority 
to investigate such matters.”  See Comments of Verizon (August 23, 2006), Exhibit 2, Letter from Colorado 
Public Utilities Commission Director to ACLU (August 23, 2006) at 2.   

The Delaware commission decided to defer action for at least six months, pending court 
developments.  As Delaware Commissioner Clark stated:  “in the end, this is going to be decided in the Federal 
Courts, since it is going to be a Federal preemption and Federal privilege issue.  So, for us to be out in front of 
it in a situation where in another jurisdiction they are going to have to make a decision whether or not this issue 
can go forward, I don’t think that is a position that, at least at this stage, I feel comfortable asserting ourselves 
into.”  See Comments of AT&T (June 30, 2006), Exhibit G, Transcript in Docket 06-179 (Delaware Public 
Service Commission, June 20, 2006), at TR. 35, lines 15-23. 
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B. Other considerations 
 

20 In making this decision, we identify three concerns that must be addressed:  (1) whether the 
statute of limitations is tolled; (2) whether there would be a sufficient basis for issuing a 
complaint; and (3) whether telecommunications companies will retain relevant records.   
 
 1. Statute of limitations  
 

21 If we await final resolution of the federal issues before taking action, a telecommunications 
company may argue that the statute of limitations has run on any Commission complaint.20  
The applicable limitations period for a penalty action in this context appears to be two years.  
RCW 4.16.100(2).21  The time it may take to resolve the federal legal issues could be two 
years, or longer.  Consequently, if there were violations, companies could respond that 
expiration of the limitation period had foreclosed the Commission’s legal ability to issue 
penalties. 
 

22 We believe the statute of limitations will not bar future Commission penalties if the 
resolution of the federal issues allows such action.  The Commission asked AT&T and 
Verizon to waive the statute of limitations pending final resolution of the federal issues that 
apply in this case.22  AT&T has agreed to do so.23  We accept AT&T’s waiver.24   

 
23 Verizon on the other hand, asserts that this issue is “premature.”25  However, at the 

Commission’s August 30, 2006, open meeting, Verizon’s counsel acknowledged the nature 
of the alleged violations and that the legal bars Verizon asserted foreclose Commission 
action at this time.  These legal bars make information relevant to determining whether 
Verizon violated Commission laws and rules unavailable to the Commission.  In this context 
we believe the “discovery rule” applies.   
 

24 Under the discovery rule, “a cause of action does not accrue until an injured party knows, or 
in the exercise of due diligence should have discovered, the factual bases of the cause of 

                                                 
20 Nothing in this order constitutes a Commission decision that any telecommunications company has violated 
any Commission rule, or that the Commission would issue a penalty, if the Commission found such a violation 
occurred.  These decisions must await a future complaint, if any, based on the record to be developed at that 
time. 
21 The issue of the applicable limitations period has not been briefed by the parties.  The Commission has not 
made a final decision on this issue, and we do not decide this issue here.   
22 Notice of Further Opportunity to Comment (August 25, 2006), at 2, Question 1. 
23 Comments of AT&T (August 29, 2006) at 1-2. 
24 The Commission does not accept AT&T’s reservations, which will be addressed in the future, if necessary. 
25 Comments of Verizon (August 29, 2006) at 2-3. 
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action.”26  In other words, the discovery rule “tolls” the statute of limitations that might 
otherwise apply.  Whether the court will apply the discovery rule in a specific case is based 
on a balancing test:  “[T]he possibility of stale claims must be balanced against the 
unfairness of precluding justified causes of action.”27   
 

25 Verizon clearly asserts a legal bar to any Commission attempt to discover the relevant facts 
surrounding any disclosure of CPNI to the federal government which might give rise to a 
cause of action.  It is equally clear that the federal government would take legal action to bar 
such disclosure.   
 

26 In these circumstances we believe the balance favors tolling the statute against Verizon.  
Verizon knows the nature of the claims that might be asserted and can protect against 
“staleness” in its defense should it choose to do so.  The Commission, on the other hand, by 
Verizon’s own argument cannot proceed at present. 

 
 2. Basis for a complaint 
 

27 Another consideration is whether the Commission has a sufficient basis for initiating a 
complaint.  Under WAC 480-120-202 the Commission has jurisdiction over 
telecommunications carriers offering intrastate wireline services in this state.  So far, no 
information has been brought to the Commission’s attention that would tend to show the 
existence of any disclosure of CPNI to the federal government that is related to Washington 
intrastate telecommunications.   

 
28 Public Counsel observes that “it would be extremely difficult, even from publicly available 

materials, for the Commission to make an adequate factual record until the federal issues are 
resolved.”28  Given the information before us, this most likely is an understatement. 
 

29 The information cited by the ACLU consists of uncorroborated newspaper reports that are 
not specific to Washington intrastate telecommunications.  The ACLU, AT&T and Verizon 
all agree that uncorroborated newspaper reports do not constitute probable cause for a 
complaint proceeding.29     
 

                                                 
26 In re Estates of Hibbard, 118 Wn.2d 737, 744, 826 P.2d 690 (1992). 
27 U.S. Oil v. Dep’t of Ecology, 96 Wn. 2d 85, 93, 633 P.2d 1329 (1981). 
28 Comments of Public Counsel (July 17, 2006) at 11. 
29 Comments of ACLU (August 29, 2006) at 1; Comments of AT&T (August 29, 2006) at 2-3; Comments of 
Verizon (August 29, 2006) at 3-4. 
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30 On the other hand, the Commission routinely investigates telecommunications companies 
for compliance with Commission laws and rules.  The Commission conducts audits and 
provides technical assistance or other measures as may be required to provide incentives to 
comply.  The Commission does not need to make a finding of probable cause that a violation 
has occurred before conducting such investigations. 
 

31 Public Counsel argues that an administrative agency has wide discretion regarding when it 
will take action, and that “probable cause” is not the minimum standard for agency 
complaints or investigations.30  We agree with Public Counsel.  Regardless of the legal 
standard for initiating a complaint or an investigation, however, it would not be productive 
to do so now for the reasons previously discussed.  Any complaint or investigation should 
await a determination in the federal courts that such a proceeding is lawful.   
 
 3. Retention of relevant information 
 

32 By not proceeding now, there is some risk that relevant information now possessed by or 
known to telecommunications companies may not be preserved until the federal issues are 
resolved.   
 

33 AT&T and Verizon state they are bound to retain this information under the civil litigation 
in which they are currently involved.31  We have no basis for taking issue with these 
statements; however, we have no say in how that litigation may address document retention 
relevant to our potential future jurisdiction.  Further, we do not know whether other 
companies subject to our jurisdiction that may not be parties to pending federal court 
litigation possess relevant information. 
 

V. DECISION 
 

34 For the reasons stated above, we decline to issue a complaint or begin an active investigation 
at this time of possible violations of WAC 480-120-202 and/or other Washington laws or 
Commission rules.   
 

35 However, we find it necessary to ensure that relevant information is preserved that will 
enable a later Commission investigation, should such be permitted by the courts.  Therefore, 
we direct the Secretary to open an investigation docket on this matter, and direct every 
telecommunications company offering intrastate wireline telecommunications services in 
this state to retain information about any approach by or on behalf of the federal government 
                                                 
30 Comments of Public Counsel (September 6, 2006). 
31 Comments of AT&T (August 29, 2006) at 4; Comments of Verizon (August 29, 2006) at 4. 
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to provide CPNI.  Each company must preserve all records and information about any such 
request and the information provided, until further order of the Commission.  If any current 
or former company official or employee has personal knowledge of any such information, 
the company is directed to retain the name of the person, the nature of the information she or 
he possesses, and the last known contact information for the person.  The provisions of 
CPNI subject to this order are those associated with Washington intrastate 
telecommunications provided by wireline carriers.  The order shall make clear the nature of 
the allegations, and that each telecommunications company should assume, for purposes of 
notice and information retention purposes, that the allegations may apply to them. 
 

36 If the courts bar any state action for violations of rules such as WAC 480-120-202 or other 
relevant laws and Commission rules, the investigation docket will be closed and the 
document retention directive will be withdrawn. 

 
37 If the courts allow state investigations into these issues, the Commission will determine 

further appropriate action at that time. 
 

38 From the foregoing findings, the Commission makes the following conclusions of law: 
 

CONCLUSIONS OF LAW 
 

39 Based on the written and oral record in this docket and on the foregoing discussion,  the 
Commission makes the following conclusions of law: 

 
40 1. The Commission has jurisdiction over the practices of telecommunications 

companies offering intrastate wireline telecommunications services in this state, 
which are subject to the provisions of WAC 480-120-202, regarding the privacy 
protections for customer proprietary network information (CPNI). 

 
41 2. Claims that telecommunications companies violated WAC 480-120-202, and/or any 

other Commission laws and rules, by unlawfully providing CPNI to the federal 
government raise predicate issues of federal law which must be resolved by federal 
courts before the Commission can meaningfully conduct an investigation or pursue a 
complaint. 

 
42 3. Judicial economy warrants waiting for the final resolution of the federal legal issues 

already pending in federal courts before taking further action to investigate claims 
raised in this docket. 
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43 4. In order to preserve relevant evidence that may currently exist until such time as the 
federal legal issues are resolved and the Commission can determine whether to 
investigate or file a complaint in this matter, it is necessary to enter a protective 
order. 

 
44 5. In order to preserve the Commission’s jurisdiction to assess penalties until such time 

as the federal legal issues are resolved and the Commission can determine whether to 
investigate or file a complaint in this matter it is necessary to determine the 
applicability of the relevant statute of limitations. 

 
45 6. AT&T has waived any applicable statute of limitations by stipulation in comments 

dated August 29, 2006.   
 
46 7. Any applicable statute of limitations is tolled as to Verizon from no later than August 

30, 2006, because on or before that date Verizon knew the nature of the claim 
sufficiently to preserve its defense and asserted the Commission should not and 
could not proceed to assert its jurisdiction until federal legal issues are resolved. 

 
ORDER 

    
47 Based on the foregoing discussion and conclusions of law, the Commission enters the 

following order: 
 
48 1. The Secretary is directed to open an investigation docket in this matter. 
 
49 2. The Secretary shall issue an administrative order to each telecommunications 

company offering Washington intrastate wireline telecommunications services 
directing the company to: 

 
50  a. Preserve all records and information, if any exist, about any request by or on 

behalf of the federal government to provide CPNI and any records or 
information provided in response, until further order of the Commission, and; 

 
51  b. Retain the name of any current or former company official or employee who 

has personal knowledge of any request by or on behalf of the federal 
government to provide CPNI and any records or information provided in 
response, the nature of that person’s knowledge, and the last known contact 
information for that person.  
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52 c. The order shall make clear the nature of the allegations, and that each 
telecommunications company should assume, for purposes of notice and 
information retention purposes, that the allegations may apply to them. 

 
53 3. The provisions of CPNI subject to this order are those associated with Washington 

intrastate telecommunications.  The carriers subject to this order are 
telecommunications companies providing intrastate wireline service in Washington. 

 
54 The Commission retains jurisdiction in this matter to effectuate this Order. 

 
DATED this 27th day of September, 2006. 
 
 

WASHINGTON UTILITIES AND TRANSPORTATION COMMISSION 
 
 
     MARK H. SIDRAN, Chairman 
 
 
     PATRICK J. OSHIE, Commissioner 
 
 
     PHILIP B. JONES, Commissioner 
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UNITED STATES DISTRICT COURT
EASTERN DISTRICT OF MISSOURI

EASTERN DMSION

THE UNITED STATES OF AMERICA,

Plaintiff,

STEVE GAW, in his official capacity as
Commissioner of the Missouri Public Service
Commission; ROBERT M. CLAYTON, III,
in his official capacity as Commissioner of the
Missouri Public Service Commission;
SOUTHWESTERN BELL TELEPHONE, L.P.;
SBC ADVANCED SOLUTION, INC.; SBC
LONG DISTANCE, LLC; AT&T
COMMUNICATIONS OF THE SOUTHWEST,
INC.; TCG ST. LOI~S HOLDINGS, INC.; TCG
ICANSAS CITY, INC.

Defendants.

CIVIL ACTION NO.:

COMPLAINT

Plaintiff, the United States of America, by its undersigned attorneys, brings this civil

action for declaratory and injunctive relief, mad alleges as follows:

INTRODUCTION

1. ha this action, the United States seeks to prevent the disclosure of highly confidential

and sensitive goven~nent information that the defendant officers of the Missouri Public Service

Commission have sought to obtain from telecommunications carriers without proper

authorization fi’om the United States. Compliance with the subpoenas issued by those officers

~vould first place the carriers in a position of having to confirm or deny the existence of

information that cmmot be confimaed or denied without causing exceptionally grave harm to

national security. And if particular carriers are indeed supplying foreign intelligence information



to the Federal Government, compliance with the subpoenas would require disclosure of the

details of that activity. The defendant state officers’ attempts to obtain such infornaation are

invalid under the Supremacy Clause of the United States Constitution and are preempted by the

United States Constitution and various federal statntes. This Court should therefore enter a

declaratory judgment that tile State Defendants do not have the authority to seek confidential and

sensitive federal government information and thus camaot enforce the subpoenas they have

served on the telecommunications carriers.

JURISDICTION AND VENUE

2. The Court has jurisdiction pursuant to 28 U.S.C. §§ 1331, 1345.

3. Venue lies in the Eastern District of Missouri pursuant to 28 U.S.C. § 1391(b)(1)-(2).

This action properly lies in the Eastern Division of this District. LCvR 3-2.07(A)(1) & (B)(2).

PARTIES

4. Plaintiffis the United States of America, suing on its own behalf.

5. Defendant Steve Gaw is a Commissioner on the Missouri Public Service Commission,

and maintains his offices in Cole County. He is being sued in his official capacity.

6. Defendant Robert M. Clayton, III is a Commissioner on the Missouri Public Service

Commission, and maintains his offices in Cole County. He is being sued in his official capacity.

7. Defendant Southwestern Bell Telephone, L.P. is a corporation incorporated in the state

of Texas with its principal place of business in Texas that has offices in the City of St. Louis,

Missouri and that has received a subpoena in Missouri.

8. Defendant SBC Advanced Solutions, hac. is a corporation incorporated in the state of

Delaware with its principal place of business in the state of Texas, that has offices in St. Louis

County, Missouri, and that has received a subpoena in Missouri.
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9. Defendant SBC Long Distance, LLC is a corporation incorporated in the state of

Delaware with its principal place of business in the state of California, that has received a

subpoena in Missouri.

I0. Defendant AT&T Communications of the Southwest, Inc. is a corporation

incorporated in the state of Delaware with its principal place of business in the state of New

Jersey, that has offices in St. Louis County, Missouri, and that has received a subpoena in

Missouri.

11. Defendant TCG St. Louis Holdings, Inc. is a corporation incorporated in the state of

Missouri with its principal place of business in the state of New Jersey that has offices in St.

County, Missouri, and that has received a subpoena in Missouri.

12. Defendant TCG Kansas City, Inc. is a corporation incorporated in the state of

Delaware with its principal place of business in the state of New Jersey, that has no offices

Missouri, and that has received a subpoena in Missouri.~

13. Defendants Southwestern Bell Telephone, L.P., SBC Advanced Solutions, Inc., SBC

Long Distance, LLC, AT&T Communications of the Southwest, Inc., TCG St. Louis Holdings,

Inc., and TCG Kansas City, Inc. are referred to as the "Can’ier Defendants."

STATEMENT OF THE CLAIM

I. The Federal Government Has Exclusive Control Vis-a-Vis the States With Respect
to Foreign-Intelligence Gathering, National Security, the Conduct of Foreign
Affairs, and the Conduct of Military Affairs.

14. The Federal Government has exclusive control vis-a-vis the States over foreio~a-

~ Defendants Gaw and Clayton have not sought enfomement of the subpoenas with
respect to TCG Kansas City, Inc., so the paragaphs below discussing enforcement deal solely
with the other Carrier Defendants.

3
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intelligence gathering, over national security, and over the conduct of war with foreign entities.

The Federal Government controls the conduct of foreign affairs, the conduct of military affairs,

and the performance of the country’s national security function.

I5. In addition, various federal statutes and Executive Orders govern and regulate access

to infomaation relating to foreign intelligence gathering.

16. For example, Section 102A(i)(1) of the Intelligence Reform and Terrorism

Prevention Act of 2004, Pub. L. No. 108-458, 118 Stat. 3638 (Dec. 17, 2004), codified at 

U.S.C. § 403-1(i)(1), confers upon the Director of National Intelligence the authority 

responsibility to "protect intelligence sources mad methods fi’om unauthorized disclosure."

17. Federal law also makes it a felony for any person to divulge classified information

"concerning the communication intelligence activities of the United States" to any person who

has not been authorized by the President, or his lawful designee, to receive such information. 18

U.S.C. § 798.

18. Prod federal law establishes unique protections from disclosure for information

related to the National Security Agency. Federal law states that "nothing in this.., or any other

law.., shall be construed to require disclosure of... any function of the National Security

Agency, [or] of any information with respect to the activities thereof." 50 U.S.C. § 402 note.

19. Several Executive Orders have been promulgated pursuant to these constitutional

and statutory authorities that govern access to and handling of national security information.

20. First, Executive Order No. 12958, 60 Fed. Reg. 19825 (April 17, 1995), as amended

by Executive Order No. 13292, 68 Fed. Reg. 15315 (March 25, 2003), prescribes a uniform

system for classifying, safeguarding and declassifying national security information. It provides

that:

4
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A person may have access to classified information provided that:

(1) a favorable determination of eligibility for access has been made by an
agency head or the agency head’s designee;

(2) the person has signed an approved nondisclosure agreement; and

(3) the person has a need-to-know the infomlation.

Exec. Order No. 13292, Sec. 4.1(a). "Need-to-know" means "a determination made by 

authorized holder of classified information that a prospective recipient requires access to specific

classified information in order to perform or assist in a lawful and authorized governmental

function." Exec. Order No. 12958, Sec. 4.1(c). Executive Order No. 12958 farther states, 

part, that "Classified information shall remain under the control of the originating agency or its

successor in function." Exec. Order No. 13292, Sec. 4.1(c).

21. Second, Executive Order No. 12968, 60 Fed. Reg. 40245 (Aug. 2, 1995), establishes

a uniform Federal perso~mel security program for employees of the Federal Govenmaent, as well

as employees of an industrial or commercial contractor of a Federal agency, who will be

considered for initial or continued access to the classified information. The Order states, in part,

that "Employees who are granted eligibility for access to classified information shall.., protect

classified information in their custody from unauthorized disclosure .... " Exec. Order No.

12968, Sec. 6.2(a)(1).

22. In addition, the courts have developed several doctrines that are relevant to this

dispute and that establish the supremacy of federal law with respect to national security

information and intelligence gathering. For example, suits alleging secret espionage agreements

with the United States are not justiciable.

23. The Federal Govermnent also has an absolute privilege to protect military and state
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secrets from disclosure. Only the Federal Goverrmaent can waive that privilege, which is often

called the "state secrets privilege."

II. Alleged NSA Activities and the Federal Government’s Invocation of the State
Secrets Privilege

24. On May 11, 2006, USA Today published an article alleging that the NSA has been

secretly collecting the phone call records of millions of Americans from various

telecommunications carders. The article reported on the purported activities of three of the

Carder Defendants in this case. No United States official has confirmed or denied the existence

of the alleged program subject to the USA Today article. Unclassified Declaration ofKeith B.

Alexander ("Alexander Decl.") ~ 8 (Exhibit A, attached to this Complaint).

25. Since January 2006, more than 30 class action lawsuits have been filed alleging that

telecommunications carders, including the Carrier Defendants, have unlawfully provided

assistance to the NSA. The first lawsuit, Hepting v. AT&T Corp., et al., was filed in the District

Court for the Northern District of California in January 2006. Case No. C-06-0672-VRw.

26. Those la~vsuits, including the Hepth~g case, generally make two sets of allegations.

First, the lawsuits allege that the telecommunications carriers unlawfully intercepted the contents

of certain telephone calls and emails and provided them to the NSA. Second, the lawsuits allege

that telecommunications carders have unlawfully provided the NSA with access to calling

records and related infom~ation. An example of the second kind of case is Terkel v. AT&T, et aL,

filed in the Northern District of Illinois in May 2006. Case No. C-06-2837 (MFK).

27. The Judicial Panel on Multidistrict Litigation is currently considering a motion tO

transfer all of these lawsuits to a single district court for pretrial proceedings, h, re: National

SecuriO, Agency Telecommunications Records Litigation, MDL Docket No. 1791 (JPML).

6
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28. In both the Hept#~g and Terkel cases, the state secrets privilege has been formally

asserted by the Director of National Intelligence, Jolm D. Negoponte, and the Director of the

National Security Agency, Lieutenant General Keith B. Alexander. The Director of National

Intelligence is the "head of the intelligence community" of the United States. 50 U.S.C. §

403(b)(1). General Alexander has also invoked the NSA’s statutory privilege. See 50 U.S.C. §

402 note.

29. As was the case in Terlcel, where the United States invoked the state secrets privilege,

the subpoenas at issue here seek information in an attempt to confirm or deny the existence of

this alleged pro~arn subject to the USA Today article.

30. In Terkel, Director Negroponte concluded that "the United States can neither confirm

nor deny allegations concerning intelligence activities, sources, methods, relationships, or

targets" and that "[t]he harna of revealing such information should be obvious" because "[i]f the

United States confirms that it is conducting a particular intelligence activity, that it is gathering

information from a particular source, or that it has gathered information on a particular person,

such intelligence-gathering activities would be compromised and foreign adversaries such as al

Qaeda and affiliated terrorist organizations could use such information to avoid detection." See

Unclassified Declaration of Jolm D. Negroponte in Tert’el ("Negroponte Deck") ~ 12 (Exhibit 

attached to this Complaint). Furthermore, "[e]ven confirming that a certain intelligence activity

or relationship does ~ot exist, either in general or with respect to specific targets or channels,

would cause harm to the national security because alerting our adversaries to channels or

individuals that are not under surveillance could likewise help them avoid detection." Id.

Director Negroponte went on to explain that "if the goverm-nent, for example, were to confirm in

certain cases that specific intelligence activities, relationships, or targets do not exist, but then

7
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refuse to comment (as it would have to) in a case involving an actual intelligence activity,

relationship, or target, a person could easily deduce by comparing such responses that the latter

case involved an actual intelligence activity, relationship, or target." Id. ha light of the

exceptionally gave damage to national security that could result from may such infomaation, both

Director Negroponte and General Alexander have explained that "[a]ny further elaboration on the

public record concerning these matters would reveal information that ~vould cause the very harms

that my assertion of privilege is intended to prevent." Id.; see Alexander Decl. 9 7.

3t. The assertion of the state secrets privilege in Terlcel and the privilege of the National

Security Agency therefore covered "any information tending to confirm or deny (a) alleged

intelligence activities, such as the alleged collection by the NSA of records pertaining to a large

number of telephone calls, (b) an alleged relationship between the NSA and AT&T (either 

general or with respect to specific alleged intelligence activities), and (c) whether particular

individuals or organizations have had records of their telephone calls disclosed to the NSA."

Negoponte Decl. 9 11; see Alexander Decl. 99 7-8. ha other words, the state secrets privilege

covers the precise subject matter sought from the Cartier Defendants here.

III, The State Defendants Seek to Require the Production of Potentially HigMy
Classified and Sensitive Information

32. On June 19, 2006, and June 22, 2006, the State Defendants sent subpoenas ad

testificandum and subpoenas duces tecum, respectively ("Subpoenas") to each of the Carrier

Defendants. Representative copies of these subpoenas ad testificandum and subpoenas duces

tecum are attached as Exhibits C and D. The testimony sought by the subpoenas ad

testificandum related to, "[t]he number of Missouri customers, if any, whose calling records have

been delivered or otherwise disclosed to the National Security Agency ("NSA") and whether 



not any of those customers were notified that their records would be or had been so disclosed and

whether or not any of those customers consented to the disclosure;" "It]he legal authority, if any,

under which the disclosures.., were made;" "[t]he nature or type of info~-mation disclosed to the

NSA0 including telephone number, subscriber name and address, social security numbers, calling

patterns, calling history, billing information, credit card infomaation, intemet data, and the like;"

"It]he date or dates on which the disclosures.., were made;" and "It]he particular exchanges for

which any number was disclosed to the NSA." See Exhibit C, subpoena ad testificandum,

attachment A ’~l’][ 1-5. In turn, the materials sought by the subpoenas duces tecum include, anaong

other items, "[a]ny order, subpoena or directive of any court, tribunal or administrative agency or

officer whatsoever, directing or demanding the release of customer proprietary infornaation

relating to Missouri customers;" and "[c]opies of all records maintained pursuant to PSC Rule 4

CSR 240-33.160(6) involving the disclosure of CPNI to a third party." See Exhibit D, subpoena

duces tecum, attachment A, ’~l’~I 1-4.

33. These Subpoenas specify that they are issued "pursuant to Sections 386.130,

386.320, 386.410, 386.420, 386.440, 386.460, and 386.480, RSMo." The cited provisions of

state law provide, inter alia, that "commission shall have the general supervision of all telegraph

corporations or telephone corporations, and telegraph and telephone lines.., and shall have

power to and shall examine the same mad keep infornaed as to their general condition, their

capitalization, their franchises and the manner in which their lines and property, owned, leased,

controlled or operated are managed, conducted and operated, not only with respect to the

adequacy, security and accommodation afforded by their service, but also with respect to their

compliance with all the provisions of law, orders and decisions of the commission and charter

and franchise requirements. RSMo. 386.320 ~1. Furthernaore, the "commission and each

9
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commissioner shall have power to examine all books, contracts, records, documents and papers

of any person or corporation subject to its supervision, and by subpoena duces tecum to compel

production thereof. Id. ~l 3. These provisions also provide that, "[t]he commission or any

commissioner or any party may, in any investigation or hearing before the commission, cause the

deposition of witnesses.., and to that end may compel the attendance of witnesses and the

production of books, waybills, documents, papers, memoranda and accounts." RSMo. 386.420

34. These Subpoenas demanded that responses be submitted by the Carrier Defendants

on or before July 12, 2006. On July 11, 2006, the General Counsel for the Office of the Director

of National Intelligence, Benjamin A. Powell, advised the Carrier Defendants that compliance

~vith these subpoenas could not be accomplished without harming national security and further

advised that enforcement of the subpoenas would be inconsistent with federal law. See Letter of

July 1 t, 2006, from Benjamin A. Powell to Edward R. McNicholas, attached as Exhibit E.

Indeed, a comprehensive body of federal law governs the field of forei~ intelligence gathering

and bars any unauthorized disclosures as contemplated by these subpoenas, thereby preempting

state law, including: (i) Section 6 of the National Security Agency Act of 1959, Pub. L. No. 86-

36, § 6, 73 Stat. 63, 64, codified at 50 U.S.C. § 402 note; (ii) section 102A(i)(1) 

Intelligence Reform and Terrorism Prevention Act of 2004, Pub. L. No. 108-458, 118 Stat. 3638

(Dec. 17, 2004), codified at 50 U.S.C. § 403-1(i)(1); and (iii) 18 U.S.C. § 

35. The State Defendants initiated proceedings in the Circuit Court for the County of

Cole on July 12, 2006 to seek to compel the Carrier Defendants to comply.

IV. The State Defendants Lack Authority to Compel Compliance ~vitb the Subpoenas.

36. The State Defendants’ authority to seek or obtain the information requested in these

I0
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Subpoenas is fundamentally inconsistent with and preempted by the Federal Govenmaent’s

exclusive control over all foreign intelligence gathering activities. Iaa addition, no federal law

authorizes the State Defendants to obtain the information they seek.

37. The State Defendants have not been ganted access to classified information related

to the activities of the NSA pursumat to the requirements set out in Executive Order No. 12958 or

Executive Order No. 13292.

38. The State Defendants have not been authorized to receive classified infomaation

concerning the communication intelligence activities of the United States in accordance with the

terms of 18 U.S.C. § 798, or any other federal law, regulation, or order.

39, In seeking information bearing upon NSA’s purported involvement with the Carrier

Defendants, tbe Subpoenas seek disclosure of matters that the Director of National Intelligence

has detemained would improperly reveal intelligence sources and methods, including confirming

or denying whether or to what extent such materials exist, would improperly reveal intelligence

sources and methods.

40. The United States has a strong and compelling interest in preventing the disclosure of

sensitive and classified information. The United States has a strong and compelling interest in

preventing terrorists from teaming about the methods and operations of terrorist surveillance

activities being undertaken or not being undertaken by the United States.

41. As a result of the Constitution, federal laws, applicable privileges, and the United

States’ interest in preventing the unauthorized disclosure of sensitive or classified information,

the Carrier Defendants will be unable to confima or deny their involvement, if any, in intelligence

activities of the United States, and therefore cannot provide a substantive response to the

Subpoenas,

1t
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42. The United States wilt be irreparably hamaed if the Carrier Defendants are pemaitted

or are required to disclose sensitive and classified information to the State Defendants in

response to the Subpoenas.

COUNT ONE - VIOLATION OF AND PREEMPTION UNDER THE SUPREMACY
CLAUSE AND FEDERAL LAW

(ALL DEFENDANTS)

43. Plaintiff incorporates by reference paragapbs 1 through 46 above.

44. The Subpoenas, and any responses required thereto, are invalid under, and preempted

by, the Supremacy Clause of the United States Constitution, Art. VI, C1.2, federal law, and the

Federal Government’s exclusive control over forei~a intelligence gathering activities, national

security, the conduct of foreign affairs, and the conduct of military affairs.

45. The Subpoenas, and any responses required thereto, are also invalid because the no

organ of State govenmaent, such as the Missouri Public Services Commission, or its officers,

may regulate or impede the operations of the federal govermnent under the Constitution.

COUNT TWO - UNAUTHORIZED DISCLOSURE OF SENSITIVE AND
CONFIDENTIAL INFORMATION

(ALL DEFENDANTS)

46. Plaintiff incorporates by reference paragaphs 1 tt~rough 48 above.

47. Providing responses to the Subpoenas would be inconsistent with and would violate

federal law including, but not limited to, Executive Order 12958, 18 U.S.C. § 798, and 50 U.S.C.

§ 402 note, as well as other applicable federal laws, regulations, and orders.

PRAYER FOR RELIEF

WHEREFORE, the United States of America prays for the following relief:

1. That this Court enter a declaratoryjudonent pursuant to 28 U.S.C. § 2201(a), that the

Subpoenas issued by the State Defendants may not be enforced by the State Defendants or

12
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responded to by the Carrier Defendants because any attempt to obtain or disclose the information

that is the subject of the these Subpoenas would be invalid under, preempted by, and inconsistent

with the Supremacy Clause of the United States Constitution, Art. VI, CI. 2, federal law, and the

Federal Government’s exclusive control over forei~ intelligence gathering activities, national

security, the conduct of foreign affairs, and the conduct of military affairs.

2. That this Court grant plaintiff such other and further retiefas may be just and proper,

including any necessary and appropriate injunctive relief.

Dated: July 25, 2006 Respectfully submitted,

PETER D. KEISLER
Assistant Attorney General

CATHERINE L. HANAWAY
United States Attorney

CARL J. NICHOLS
Deputy Assistant Attorney General

DOUGLAS LETTER
Terrorism Litigation Counsel

ARTHUR R. GOLDBERG
Assistant Director, Federal Programs Branch

ANTHONY J. COPPOLINO
Special Litigation Counsel

ALE~ER K. ff.~sT~S (~ Bar ~r~0932)
Trial Attorney, Federal Programs Branch
UNITED STATES DEPARTMENT OF
JUSTICE
P.O. BOX 883
WASHINGTON, DC 20044
(202) 307-3937
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